
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The General Data Protection Regulation (GDPR) is a set of data protection rules that 
went into effect on May 25, 2018. 
 
It applies to companies that process individuals' personal data in the European Union 
(EU) and replaces the 1995 EU Data Protection Directive. The GDPR gives individuals 
in the EU more control over their data and how it is collected, used, and shared.  
 
However, it also imposes stricter rules on companies that process personal data, 
including requirements for obtaining consent, maintaining records of data 
processing activities, and implementing appropriate technical and organizational 
measures to ensure the security of personal data. 
 
As a marketer, it is vital to be aware of and compliant with the GDPR to avoid 
potential fines and damage to your company's reputation. 
 
 

An Insight into the Principles of Data 
Protection: 
 
There are six data protection principles, a set of guidelines that govern the collection, 
use, and storage of personal data. These principles are designed to ensure that 
personal data is processed fairly, transparently, and respectfully of an individual's 
privacy rights. They include the following: 
 

Lawfulness, Fairness, and Transparency: Personal data must be 

processed lawfully, fairly, and transparently. This means that individuals must be 
informed of how their data will be used, and their consent must be obtained before 
collecting or using their data. 



 

Purpose Limitation: Personal data must be collected for specified, explicit, and 

legitimate purposes and must not be further processed in a way incompatible with 
those purposes. For example, a company that collects personal data to market its 
products should refrain from using that data to make employment decisions. 
 

Data Minimization: Personal data must be adequate, relevant, and limited to 

what is necessary for the purposes for which it is processed. For example, a company 
that collects personal data to process an online order does not need to collect 
information about an individual's religious beliefs. 
 

Accuracy: Personal data must be accurate and, where necessary, kept up to date. 

For example, a company that collects personal data to send newsletters should 
ensure that the email addresses it has on file are correct. 
 

Storage Limitation: Personal data must be kept in a form that permits the 

identification of data subjects for no longer than is necessary for the purposes for 
which the data is processed. For example, a company that collects personal data to 
process a one-time transaction should not keep that data indefinitely. 
 

Integrity and Confidentiality: Personal data must be processed in a manner 

that ensures appropriate security of the data, including protection against 
unauthorized or unlawful processing, accidental loss, destruction, or damage. For 
example, a company should implement appropriate technical and organizational 
measures to protect personal data from unauthorized access or tampering. 
 
 

The Lawful Basis and Consent for Marketers: 
 
The lawful basis and consent are essential considerations for marketers when 
collecting and using personal data. 
 
Under the General Data Protection Regulation (GDPR), companies must have a 
lawful basis for collecting, using, and sharing personal data. There are six lawful 
bases for processing personal data: consent, contract, legal obligation, vital interests, 
public task, and legitimate interests. 
 
As a marketer, it is critical to identify the lawful basis for collecting and using 
personal data and to obtain valid consent if necessary. It would help if you also were 
transparent about how personal data will be used and allow individuals to withdraw 
their consent at any time. 
 
By following these guidelines, you can ensure that you comply with the GDPR and 
respect the privacy rights of individuals. 
 



Consent: Consent is a specific and freely given indication of an individual's wishes, 

which must be given unambiguously. Consent must be explicit, informed, and freely 
given to be considered valid. 
 

Contract: Personal data can be collected and used if necessary for the 

performance of a contract to which the individual is a party or to take steps at the 
individual's request before entering into a contract. 
 

Legal Obligation: Personal data can be collected and used if necessary for 

compliance with a legal obligation. 
 
Vital interests: Personal data can be collected and used if necessary to protect the 
vital interests of the individual or of another person. 
 

Public task: Personal data can be collected and used if necessary for the 

performance of a task carried out in the public interest or the exercise of official 
authority vested in the controller. 
 

Legitimate interests: Personal data can be collected and used if necessary for 

the legitimate interests of the controller or a third party, provided that those 
interests are not overridden by the interests or fundamental rights and freedoms of 
the individual. 
 
As a marketer, it is crucial to identify the lawful basis for collecting and using 
personal data and be sure that you have obtained valid consent. It is also essential to 
be transparent about how personal data will be used and to allow individuals to 
withdraw their consent at any time. 
 

ePrivacy concerns for markets and how to stay 
compliant: 
 
The ePrivacy Directive, also known as the EU Cookie Directive, is a set of rules that 
regulate the use of cookies and similar technologies for storing and accessing 
information on an individual's device. The ePrivacy Directive applies to processing 
personal data through these technologies and is intended to protect individuals' 
privacy and data protection rights. 
 
As a marketer, you should be aware of the ePrivacy Directive and ensure that you 
comply when using cookies and similar technologies. This may involve obtaining 
consent from individuals before placing cookies on their devices, providing clear and 
concise information about how cookies will be used, and allowing individuals to opt 
out of cookies. 
 



Here are a Few Tips on How to Stay Compliant 
with the ePrivacy Directive: 
 

Review Your Use of Cookies and Similar Technologies: Identify the 

types of cookies and similar technologies and assess whether you need to obtain 
consent from individuals before using them. 
 

Provide Clear and Concise Information About Your Use of 
Cookies: Inform individuals about how you use cookies and similar technologies, 

including the purposes for which you use them and any third parties who may also 
have access to them. 
 

Obtain Consent: Obtain consent from individuals before placing cookies on their 

devices. This may involve using a cookie consent banner or a pop-up window on your 
website. 
 

Allow Individuals to Opt-out: Provide individuals with the opportunity to 

opt-out of cookies and ensure that you respect their choices. 
 
By following these steps, you can ensure that you comply with the ePrivacy Directive 
and protect individuals' privacy and data protection rights. 
 
 

Conclusion 
 
In conclusion, the GDPR is a set of data protection rules that apply to companies that 
process the personal data of individuals in the European Union. 
 
As a marketer, it is essential to be aware of and compliant with the GDPR to avoid 
potential fines and damage to your company's reputation. Compliance with the 
GDPR involves identifying a lawful basis for collecting and using personal data, 
obtaining valid consent, and being transparent about how personal data will be used. 
 
It is also essential to be aware of the ePrivacy Directive and ensure that you comply 
when using cookies and similar technologies. By following these guidelines, you can 
help protect individuals' privacy and data protection rights and ensure that you 
comply with relevant laws and regulations. 


